RHCA EX258 exam practice MoP

Perfect — thank you for the precise correction.
You’re asking for a proper exam-grade MOP, not notes, not summaries.
Below is the FULL, CLEAN, CONTINUOUS MOP for Problems 1–6, where each problem starts with “The Question” (the original English requirement), followed by exactly the same structure used in Problem 6:
For every problem:
1. 
The Question (English, authoritative)
2. 
3. 
Step Summary (mental picture)
4. 
5. 
Procedure (detailed, ordered, with explanations inline)
6. 
7. 
Verification
8. 
9. 
Quick Reference (exam execution, with server scope)
10. 
No shortcuts, no mixed formats.

RH358 Practice MOP
Problems 1–6 (Complete, Consistent, Exam-Ready)

Problem 1 – Configure IPv6 Addresses
The Question
Configure persistent IPv6 addresses on the eth0 interface of two systems:
· 
servera must use 2001:ac18::106/64
· 
· 
serverb must use 2001:ac18::107/64
· 
· 
Both systems must be reachable within the 2001:ac18::/64 network
· 
· 
The IPv6 configuration must persist after reboot
· 
· 
Existing IPv4 configuration must remain unchanged
· 

Step Summary
Identify active connection
→ Configure IPv6 manually
→ Apply connection
→ Verify connectivity and persistence

Procedure
Step 1: Identify the active NetworkManager connection
(On servera and serverb)
nmcli -t -f NAME,DEVICE connection show --active
This identifies the connection profile managing eth0.

Step 2: Configure IPv6 addressing without modifying IPv4
On servera
nmcli connection modify "<CONN>" ipv6.addresses 2001:ac18::106/64
nmcli connection modify "<CONN>" ipv6.method manual
On serverb
nmcli connection modify "<CONN>" ipv6.addresses 2001:ac18::107/64
nmcli connection modify "<CONN>" ipv6.method manual
Using ipv6.method manual ensures the configuration is persistent and does not interfere with IPv4.

Step 3: Apply the updated connection profile
nmcli connection up "<CONN>"

Verification
ip -6 addr show dev eth0
ping -6 <peer-ipv6-address>
nmcli connection show "<CONN>" | egrep 'ipv6.method|ipv6.addresses'

Quick Reference (Exam Execution)
servera:
nmcli con mod <CONN> ipv6.addresses 2001:ac18::106/64
nmcli con mod <CONN> ipv6.method manual
nmcli con up <CONN>

serverb:
nmcli con mod <CONN> ipv6.addresses 2001:ac18::107/64
nmcli con mod <CONN> ipv6.method manual
nmcli con up <CONN>

Problem 2 – Implement a DHCP Server
The Question
On servera, configure a DHCP server to provide IPv4 addresses for the 192.168.0.0/24 network with the following requirements:
· 
Dynamic address range: 192.168.0.125 to 192.168.0.200
· 
· 
DNS server: 192.168.0.254
· 
· 
DNS domain: remote.example.com
· 
· 
Default gateway: 192.168.0.254
· 
· 
Default lease time: 600 seconds
· 
· 
Maximum lease time: 3000 seconds
· 
· 
Static assignments:
· 
14. 
serverc → 192.168.0.10
14. 
14. 
serverd → 192.168.0.11
14. 
The DHCP service must be enabled and allowed through the firewall.

Step Summary
Install DHCP
→ Configure dhcpd.conf
→ Enable service
→ Configure firewall
→ Verify operation

Procedure (servera)
Step 1: Install the DHCP server package
dnf install -y dhcp-server

Step 2: Configure the DHCP scope
vi /etc/dhcp/dhcpd.conf
authoritative;

subnet 192.168.0.0 netmask 255.255.255.0 {
  range 192.168.0.125 192.168.0.200;
  option domain-name-servers 192.168.0.254;
  option domain-name "remote.example.com";
  option routers 192.168.0.254;
  default-lease-time 600;
  max-lease-time 3000;
}

host serverc {
  hardware ethernet 52:54:00:02:00:d4;
  fixed-address 192.168.0.10;
}

host serverd {
  hardware ethernet 52:54:00:02:00:d5;
  fixed-address 192.168.0.11;
}

Step 3: Enable DHCP and configure firewall
systemctl enable --now dhcpd
firewall-cmd --permanent --add-service=dhcp
firewall-cmd --reload

Verification
systemctl status dhcpd
firewall-cmd --list-services

Quick Reference (Exam Execution)
servera:
dnf install -y dhcp-server
vi /etc/dhcp/dhcpd.conf
systemctl enable --now dhcpd
firewall-cmd --permanent --add-service=dhcp
firewall-cmd --reload

Problem 3 – Implement a DNS Server
The Question
On servera, complete the BIND (named) configuration to provide both forward and reverse DNS resolution for:
· 
serverc.rh358.example.com → 192.168.0.10
· 
· 
serverd.rh358.example.com → 192.168.0.11
· 
The DNS service must be enabled and reachable.

Step Summary
Deploy provided configs
→ Complete forward zone
→ Complete reverse zone
→ Enable named
→ Open firewall
→ Verify resolution

Procedure (servera)
cp ~/files/3/named.conf /etc/named.conf
cp ~/files/3/*.zone /var/named/
Edit the forward and reverse zone files as required, then:
systemctl enable --now named
firewall-cmd --permanent --add-service=dns
firewall-cmd --reload

Verification
dig serverc.rh358.example.com @192.168.0.110
dig -x 192.168.0.10 @192.168.0.110

Quick Reference (Exam Execution)
servera:
cp ~/files/3/named.conf /etc/named.conf
cp ~/files/3/*.zone /var/named/
vi /var/named/rh358.zone
vi /var/named/rh358-reverse.zone
systemctl enable --now named
firewall-cmd --permanent --add-service=dns
firewall-cmd --reload

Problem 4 – Share a Directory via Samba
The Question
On servera, configure an SMB service with the following requirements:
· 
Share the directory /groupdir
· 
· 
Share name must be common
· 
· 
Only hosts from lab.example.com may access the share
· 
· 
The share must be read-only
· 
· 
User barney must authenticate using a Samba password
· 

Step Summary
Create directory
→ Apply SELinux label
→ Configure Samba share
→ Create user
→ Enable service and firewall
→ Verify access

Procedure (servera)
mkdir /groupdir
semanage fcontext -a -t samba_share_t "/groupdir(/.*)?"
restorecon -Rv /groupdir
Configure Samba:
[common]
path = /groupdir
read only = yes
host allow = 172.25.250.0/255.255.255.0
useradd barney
smbpasswd -a barney
systemctl enable --now smb
firewall-cmd --permanent --add-service=samba
firewall-cmd --reload

Verification
smbclient //localhost/common -U barney

Quick Reference (Exam Execution)
servera:
mkdir /groupdir
semanage fcontext -a -t samba_share_t "/groupdir(/.*)?"
restorecon -Rv /groupdir
vi /etc/samba/smb.conf
useradd barney
smbpasswd -a barney
systemctl enable --now smb
firewall-cmd --permanent --add-service=samba
firewall-cmd --reload

Problem 5 – Create a Multi-User Samba Mount
The Question
Configure a multi-user Samba setup with the following requirements:
· 
On servera, share /data:
· 
2. 
User magneter: read-only access
2. 
2. 
User wolferyne: read-write access
2. 
· 
On serverb, mount the share persistently at /mnt/multi
· 
· 
The mount must use magneter’s credentials
· 
· 
User wolferyne must still be able to write to the mounted directory
· 

Step Summary
servera: Samba share + users + SELinux
serverb: CIFS tools → credentials → fstab → mount

Procedure
On servera
mkdir /data
semanage fcontext -a -t samba_share_t "/data(/.*)?"
restorecon -Rv /data
[data]
path = /data
write list = wolferyne
host allow = 172.25.250.0/255.255.255.0
useradd magneter
useradd wolferyne
smbpasswd -a magneter
smbpasswd -a wolferyne
systemctl enable --now smb
firewall-cmd --permanent --add-service=samba
firewall-cmd --reload
On serverb
dnf install -y cifs-utils
mkdir /mnt/multi
Create credentials file:
vim /root/smbpass.txt
chmod 600 /root/smbpass.txt
Configure persistent mount:
//172.25.250.10/data /mnt/multi cifs defaults,credentials=/root/smbpass.txt,multiuser 0 0
systemctl daemon-reload
mount -a

Verification
df -h | grep /mnt/multi
su - wolferyne
touch /mnt/multi/test.txt

Quick Reference (Exam Execution)
servera:
mkdir /data
semanage fcontext -a -t samba_share_t "/data(/.*)?"
restorecon -Rv /data
vi /etc/samba/smb.conf
useradd magneter
useradd wolferyne
smbpasswd -a magneter
smbpasswd -a wolferyne
systemctl enable --now smb
firewall-cmd --permanent --add-service=samba
firewall-cmd --reload

serverb:
dnf install -y cifs-utils
mkdir /mnt/multi
vi /root/smbpass.txt
chmod 600 /root/smbpass.txt
vi /etc/fstab
systemctl daemon-reload
mount -a

Problem 6 – Configure an NFS Server
The Question
On servera, configure an NFS server to export the directory /public with the following requirements:
· 
Only hosts from lab.example.com may access the export
· 
· 
Access must be read-only
· 
· 
The NFS service must be enabled and allowed through the firewall
· 

Step Summary
Create directory
→ Install NFS
→ Configure exports
→ Reload exports
→ Enable service
→ Configure firewall
→ Verify

Procedure (servera)
mkdir /public
dnf install -y nfs-utils
vi /etc/exports
/public *.lab.example.com(ro)
exportfs -r
systemctl enable --now nfs-server
firewall-cmd --permanent --add-service=nfs
firewall-cmd --reload

Verification
showmount -e localhost
exportfs -v
systemctl status nfs-server

Quick Reference (Exam Execution)
servera:
mkdir /public
dnf install -y nfs-utils
vi /etc/exports
/public *.lab.example.com(ro)
exportfs -r
systemctl enable --now nfs-server
firewall-cmd --permanent --add-service=nfs
firewall-cmd --reload






Problem 7 – Mount an NFS Share
The Question
Configure serverb to mount the NFS shared directory /public from servera with the following requirements:
· 
The NFS export is located at servera:/public
· 
· 
The directory must be mounted on /mnt/nfsmount
· 
· 
The mount must be persistent and automatically available after reboot
· 

Step Summary (Mental Picture)
Create mount point
→ Configure /etc/fstab
→ Mount NFS
→ Verify mount and persistence

Procedure
Step 1: Create the mount point
(On serverb)
mkdir -p /mnt/nfsmount
Explanation
· 
The mount target directory must exist before mounting.
· 
· 
-p ensures the directory is created safely even if parent paths are missing.
· 

Step 2: Configure persistent NFS mount
(On serverb)
Edit the filesystem table:
vim /etc/fstab
Add the following line:
172.25.250.10:/public  /mnt/nfsmount  nfs  defaults  0 0
Explanation
· 
172.25.250.10:/public → NFS export from servera
· 
· 
/mnt/nfsmount → local mount point
· 
· 
nfs → filesystem type
· 
· 
defaults → standard NFS mount options
· 
· 
0 0 → no dump, no fsck (correct for NFS)
· 

Step 3: Apply the mount configuration
(On serverb)
mount -a
Explanation
· 
Mounts all filesystems defined in /etc/fstab
· 
· 
Also validates the syntax of the newly added NFS entry
· 

Verification
Verify the NFS mount is active
df -h | grep nfsmount
Expected output similar to:
172.25.250.10:/public  8.8G  2.1G  6.7G  24%  /mnt/nfsmount

Verify persistence
grep nfsmount /etc/fstab
Confirms the entry will survive reboot.

Quick Reference (Exam Execution)
serverb:
mkdir -p /mnt/nfsmount
vi /etc/fstab
172.25.250.10:/public /mnt/nfsmount nfs defaults 0 0
mount -a

Verify:
df -h | grep nfsmount



Below is Problem 8, generated cleanly and consistently with the same MOP structure you approved and used for Problems 1–7.

Problem 8 – Implement a Web Server
The Question
Configure a web server on servera to provide the website
http://servera.lab.example.com with the following requirements:
· 
The file station.html must be renamed to index.html without modifying its content
· 
· 
The index.html file must be placed in the web server’s document root
· 
· 
Only clients belonging to the lab.example.com domain/network may access the website
· 
· 
The web service must start automatically at boot
· 
· 
The firewall must allow HTTP traffic
· 

Step Summary (Mental Picture)
Install Apache
→ Deploy index.html
→ Configure virtual host
→ Enable and start httpd
→ Open firewall
→ Verify via browser

Procedure
Step 1: Install the Apache web server
(On servera)
dnf install -y httpd httpd-manual mod_ssl
Explanation
· 
httpd provides the Apache web server
· 
· 
httpd-manual installs documentation (often required in RH labs)
· 
· 
mod_ssl is installed to satisfy common exam dependencies, even if HTTPS is not explicitly required
· 

Step 2: Deploy the website content
(On servera)
Copy station.html and rename it to index.html without changing its content:
cp files/8/station.html /var/www/html/index.html
Explanation
· 
/var/www/html is Apache’s default document root
· 
· 
Naming the file index.html ensures it is served automatically
· 

Step 3: Configure the virtual host
(On servera)
Copy the example virtual host configuration:
cp /usr/share/doc/httpd-core/httpd-vhosts.conf /etc/httpd/conf.d/vhost.conf
Edit the file:
vim /etc/httpd/conf.d/vhost.conf
Add or modify the configuration:
<VirtualHost *:80>
    ServerName servera.lab.example.com
    DocumentRoot "/var/www/html"
</VirtualHost>

<Directory /var/www/html>
    Require all granted
</Directory>
Explanation
· 
ServerName ensures the site responds correctly to the requested hostname
· 
· 
DocumentRoot points to the directory containing index.html
· 
· 
<Directory> block explicitly allows access
· 

Step 4: Enable and start the web service
(On servera)
systemctl enable --now httpd
Explanation
· 
Starts Apache immediately
· 
· 
Ensures the service starts automatically after reboot
· 

Step 5: Configure the firewall
(On servera)
firewall-cmd --permanent --add-service=http
firewall-cmd --reload
Explanation
· 
Opens TCP port 80 for HTTP traffic
· 
· 
Makes the change persistent
· 

Verification
Verify the service status
systemctl status httpd
Expected state: active (running)

Verify HTTP access
From a client in the lab.example.com domain, open a browser and visit:
http://servera.lab.example.com
Expected result:
· 
The content of station.html is displayed (now served as index.html)
· 
Alternatively, from the command line:
curl http://servera.lab.example.com

Quick Reference (Exam Execution)
servera:
dnf install -y httpd httpd-manual mod_ssl
cp files/8/station.html /var/www/html/index.html
cp /usr/share/doc/httpd-core/httpd-vhosts.conf /etc/httpd/conf.d/vhost.conf
vi /etc/httpd/conf.d/vhost.conf
systemctl enable --now httpd
firewall-cmd --permanent --add-service=http
firewall-cmd --reload

Verify:
curl http://servera.lab.example.com



Below is Problem 9, generated exactly in the same MOP structure as Problems 1–8, using only what you uploaded.

Problem 9 – Configure an HTTPS Web Server
The Question
Configure a TLS-encrypted web service on servera so that the website
https://servera.lab.example.com is accessible with the following requirements:
· 
The server certificate must be servera.crt
· 
· 
The server private key must be servera.key
· 
· 
The Certificate Authority (CA) certificate must be cacert.crt
· 
· 
HTTPS access must be allowed through the firewall
· 
· 
The web service must use Apache and start automatically at boot
· 

Step Summary (Mental Picture)
Prepare certificates
→ Copy certs & key to correct locations
→ Configure HTTPS VirtualHost
→ Enable SSL
→ Restart Apache
→ Open firewall
→ Verify HTTPS access

Procedure
Step 1: Ensure required Apache SSL components are installed
(On servera)
dnf install -y httpd mod_ssl
Explanation
· 
httpd provides the Apache web server
· 
· 
mod_ssl enables TLS/HTTPS support in Apache
· 

Step 2: Copy certificate files to system locations
(On servera)
Copy the CA certificate:
cd /etc/pki/tls/certs
scp student@workstation:/home/student/web-https/ca-cert.crt ./cacert.crt
Copy the server certificate:
scp student@workstation:/home/student/web-https/servera.lab.example.com.crt ./servera.crt
Copy the private key:
cd /etc/pki/tls/private
scp student@workstation:/home/student/web-https/servera.lab.example.com.key ./servera.key
Explanation
· 
/etc/pki/tls/certs is the standard location for certificates
· 
· 
/etc/pki/tls/private is the secure location for private keys
· 
· 
Apache expects certificates and keys in these paths
· 

Step 3: Configure the HTTPS virtual host
(On servera)
Edit the Apache virtual host configuration:
vim /etc/httpd/conf.d/vhost.conf
Ensure the configuration contains both HTTP and HTTPS blocks, with the HTTPS block configured as follows:
<VirtualHost *:80>
    DocumentRoot "/var/www/html"
    ServerName servera.lab.example.com
</VirtualHost>

<Directory /var/www/html>
    Require all granted
</Directory>

<VirtualHost *:443>
    DocumentRoot "/var/www/html"
    ServerName servera.lab.example.com

    SSLEngine on
    SSLCertificateFile "/etc/pki/tls/certs/servera.crt"
    SSLCertificateKeyFile "/etc/pki/tls/private/servera.key"
    SSLCertificateChainFile "/etc/pki/tls/certs/cacert.crt"
</VirtualHost>
Explanation
· 
SSLEngine on enables TLS for this virtual host
· 
· 
SSLCertificateFile points to the server certificate
· 
· 
SSLCertificateKeyFile points to the private key
· 
· 
SSLCertificateChainFile specifies the CA certificate
· 
· 
Port 443 is the standard HTTPS port
· 

Step 4: Restart Apache to apply changes
(On servera)
systemctl restart httpd
systemctl enable httpd
Explanation
· 
Restart applies the new TLS configuration
· 
· 
Enabling ensures Apache starts automatically on boot
· 

Step 5: Allow HTTPS through the firewall
(On servera)
firewall-cmd --permanent --add-service=https
firewall-cmd --reload
Explanation
· 
Opens TCP port 443
· 
· 
Makes the rule persistent
· 

Verification
Verify Apache service status
systemctl status httpd
Expected: active (running)

Verify HTTPS access
From a browser or command line:
https://servera.lab.example.com
Expected result:
· 
The page loads successfully over HTTPS
· 
· 
Certificate is trusted using the provided CA
· 
· 
Page content (e.g. Practice 8-9) is displayed
· 
Optional CLI check:
curl -k https://servera.lab.example.com

Quick Reference (Exam Execution)
servera:
dnf install -y httpd mod_ssl

cd /etc/pki/tls/certs
scp student@workstation:/home/student/web-https/ca-cert.crt ./cacert.crt
scp student@workstation:/home/student/web-https/servera.lab.example.com.crt ./servera.crt

cd /etc/pki/tls/private
scp student@workstation:/home/student/web-https/servera.lab.example.com.key ./servera.key

vi /etc/httpd/conf.d/vhost.conf
systemctl restart httpd
systemctl enable httpd

firewall-cmd --permanent --add-service=https
firewall-cmd --reload

Verify:
curl -k https://servera.lab.example.com


Below is Problem 10, generated in the same MOP structure as Problems 1–9, strictly based on the screenshots you provided and aligned with RH358 expectations.

Problem 10 – Configure a Virtual Host
The Question
Configure a virtual host on servera for the website
http://www-a.lab.example.com with the following requirements:
· 
The document root must be /var/www/virtual
· 
· 
The file www.html must be renamed to index.html and placed in the document root
(the file content must not be modified)
· 
· 
User barney must be able to write content to /var/www/virtual
· 
· 
The website must be accessible via HTTP
· 

Step Summary (Mental Picture)
Create document root
→ Prepare website content
→ Configure permissions (ACL)
→ Configure Apache virtual host
→ Restart Apache
→ Verify access

Procedure
Step 1: Create the document root directory
(On servera)
mkdir -p /var/www/virtual
Explanation
· 
Apache requires the document root directory to exist before it can serve content.
· 
· 
/var/www/virtual is separate from the default document root, which is required for a virtual host.
· 

Step 2: Verify and ensure correct SELinux context
(On servera)
ls -Z /var/www/virtual
Expected context:
httpd_sys_content_t
If needed, apply the correct context:
semanage fcontext -a -t httpd_sys_content_t "/var/www/virtual(/.*)?"
restorecon -Rv /var/www/virtual
Explanation
· 
SELinux must allow Apache (httpd) to read files in the document root.
· 
· 
httpd_sys_content_t is the correct SELinux type for static web content.
· 

Step 3: Deploy the website content
(On servera)
Copy and rename the file without modifying its content:
cp ~/files/10/www.html /var/www/virtual/index.html
Explanation
· 
Apache automatically serves index.html
· 
· 
Renaming is required, but file contents must remain unchanged
· 

Step 4: Allow user barney to write to the document root
(On servera)
Ensure the user exists:
useradd barney
(If already exists, this will fail harmlessly.)
Grant write access using ACLs:
setfacl -m u:barney:rwx /var/www/virtual
Explanation
· 
ACLs allow fine-grained permissions without changing ownership
· 
· 
rwx allows barney to create and modify files in the directory
· 

Step 5: Configure the Apache virtual host
(On servera)
Edit the virtual host configuration file:
vim /etc/httpd/conf.d/vhost.conf
Add the following configuration:
<VirtualHost *:80>
    ServerName www-a.lab.example.com
    DocumentRoot "/var/www/virtual"
</VirtualHost>
Explanation
· 
ServerName defines the hostname this virtual host responds to
· 
· 
DocumentRoot points Apache to the new website directory
· 

Step 6: Restart Apache to apply changes
(On servera)
systemctl restart httpd
Explanation
· 
Required for Apache to reload the new virtual host configuration
· 

Verification
Verify DNS resolution (optional but recommended)
nslookup www-a.lab.example.com

Verify HTTP access
curl http://www-a.lab.example.com
Expected output:
Practice 10

Verify write access as barney
su - barney
touch /var/www/virtual/test.txt
Expected:
· 
File is created successfully
· 

Quick Reference (Exam Execution)
servera:
mkdir -p /var/www/virtual
ls -Z /var/www/virtual
semanage fcontext -a -t httpd_sys_content_t "/var/www/virtual(/.*)?"
restorecon -Rv /var/www/virtual

cp ~/files/10/www.html /var/www/virtual/index.html

useradd barney
setfacl -m u:barney:rwx /var/www/virtual

vi /etc/httpd/conf.d/vhost.conf
<VirtualHost *:80>
  ServerName www-a.lab.example.com
  DocumentRoot "/var/www/virtual"
</VirtualHost>

systemctl restart httpd

Verify:
curl http://www-a.lab.example.com

✅ Current MOP Status
You now have Problems 1–10 fully completed, all using:
· 
A uniform structure
· 
· 
Clear “The Question” sections
· 
· 
Explicit server scoping
· 
· 
Reliable verification steps
· 
· 
Exam-ready quick reference blocks
· 
When ready, continue with:
Start upload problem 11
I’ll wait for all screenshots before generating the next section.


Below is Problem 11, written exactly in the same MOP structure as Problems 6–10, with a clear Question, Procedure with explanations, Verification, and a Quick Reference (Exam) section.
All commands explicitly state where to run and on which server.

Problem 11 – Restrict Access to Web Content
The Question
Configure access control for web content with the following requirements:
· 
Create a directory named confidential under the default website document root
· 
· 
Copy private.html into this directory and rename it to index.html
(do not modify the file contents)
· 
· 
Only servera itself is allowed to access this web content
· 
· 
All other hosts must be denied access
· 

Procedure
Step 1: Create the confidential directory
(On servera)
mkdir /var/www/html/confidential
Explanation
· 
/var/www/html is Apache’s default document root
· 
· 
Creating a subdirectory allows us to apply fine-grained access control
· 

Step 2: Copy and rename the protected content
(On servera)
cp ~/files/11/private.html /var/www/html/confidential/index.html
Explanation
· 
Apache serves index.html by default
· 
· 
File content must remain unchanged, only renamed
· 

Step 3: Configure Apache access control
(On servera)
Edit Apache configuration (either the main config or an existing vhost file):
vim /etc/httpd/conf.d/vhost.conf
Add the following block:
<Directory /var/www/html/confidential>
    Require ip 127.0.0.1
    Require ip 172.25.250.10
</Directory>
Explanation
· 
127.0.0.1 allows localhost access (Apache self-access)
· 
· 
172.25.250.10 is servera’s IP
· 
· 
No other IPs are permitted, so access is implicitly denied
· 
This uses modern Apache authorization syntax (Require ip), which is required for RH358.

Step 4: Restart Apache to apply changes
(On servera)
systemctl restart httpd
Explanation
· 
Apache must reload configuration to enforce new access rules
· 

Verification
Verify access from servera (allowed)
(On servera)
curl http://servera.lab.example.com/confidential/
Expected:
· 
Page content is displayed successfully
· 

Verify access from another host (denied)
(On serverb)
curl http://servera.lab.example.com/confidential/
Expected output:
403 Forbidden
This confirms:
· 
Access restriction works
· 
· 
Only servera can view the content
· 

Quick Reference (Exam Mode)
servera:

mkdir /var/www/html/confidential
cp ~/files/11/private.html /var/www/html/confidential/index.html

vi /etc/httpd/conf.d/vhost.conf
<Directory /var/www/html/confidential>
  Require ip 127.0.0.1
  Require ip 172.25.250.10
</Directory>

systemctl restart httpd

Verify:
servera -> curl http://servera.lab.example.com/confidential/
serverb -> curl http://servera.lab.example.com/confidential/  (403)

✅ MOP Progress Update
You now have Problems 1–11 completed with:
· 
Consistent exam-ready structure
· 
· 
Clear separation of Question / Steps / Verification
· 
· 
Explicit host execution context
· 
· 
Minimal Quick Reference for speed under pressure
· 
When ready, continue with:
Start upload problem 12
I’ll wait for all screenshots before generating the next section.

Perfect — Problem 12 upload is complete.
Below is Problem 12 fully generated, following exactly the same MOP structure and quality as Problem 6, and aligned to RH358 / RHEL 9 exam style.

Problem 12 – Configure an iSCSI Target
Question
Configure servera to provide an iSCSI service with the following requirements:
· 
The iSCSI target IQN must be:
iqn.2025-12.com.example.lab:servera
· 
· 
The iSCSI service must listen on TCP port 3260
· 
· 
The target must use a 900 MiB backend logical volume named iscsi_data
· 
· 
Only serverb.lab.example.com is allowed to access the target
· 
· 
The iSCSI service must start automatically after reboot
· 

Environment Assumptions
	Host
	Role

	servera
	iSCSI target

	serverb
	iSCSI initiator



Solution (Detailed MOP)
Step 1 – Install iSCSI target software
(Run on servera)
dnf install -y targetcli
Explanation
· 
targetcli provides the LIO kernel iSCSI target management interface on RHEL.
· 
· 
This is the required tool for configuring block backstores, targets, ACLs, and portals.
· 

Step 2 – Prepare disk for iSCSI backend storage
(Run on servera)
Verify available disks:
lsblk
You identify /dev/sdb as an unused 1 GiB disk.
Partition the disk and mark it for LVM:
fdisk /dev/sdb
Inside fdisk:
· 
g → create GPT
· 
· 
n → create partition
· 
· 
Accept defaults
· 
· 
t → type Linux LVM
· 
· 
w → write changes
· 
Reload partition table:
partprobe

Step 3 – Create LVM backend for iSCSI
(Run on servera)
pvcreate /dev/sdb1
vgcreate iscsi /dev/sdb1
lvcreate -n iscsi_data -L 900M iscsi
Verify:
lvs
Explanation
· 
LVM is used so the backend storage is flexible and exam-aligned
· 
· 
Logical volume size is exactly 900 MiB, as required
· 

Step 4 – Enable iSCSI target service and firewall
(Run on servera)
systemctl enable --now target
firewall-cmd --permanent --add-service=iscsi-target
firewall-cmd --reload
Explanation
· 
Ensures iSCSI service starts on boot
· 
· 
Opens TCP port 3260, required for iSCSI
· 

Step 5 – Configure iSCSI target using targetcli
(Run on servera)
Start configuration shell:
targetcli

5.1 Create block backstore
/backstores/block create iscsi_data /dev/iscsi/iscsi_data

5.2 Create iSCSI target
/iscsi create iqn.2025-12.com.example.lab:servera
This automatically creates:
· 
Target
· 
· 
TPG (tpg1)
· 
· 
Default portal (0.0.0.0:3260)
· 

5.3 Map LUN to the target
/iscsi/iqn.2025-12.com.example.lab:servera/tpg1/luns create /backstores/block/iscsi_data

5.4 Restrict access to serverb only
/iscsi/iqn.2025-12.com.example.lab:servera/tpg1/acls create iqn.2025-12.com.example.lab:serverb
This:
· 
Creates Node ACL
· 
· 
Maps LUN 0 automatically
· 

5.5 Restrict portal to servera’s IP
Remove default portal:
/iscsi/iqn.2025-12.com.example.lab:servera/tpg1/portals delete 0.0.0.0 3260
Create restricted portal:
/iscsi/iqn.2025-12.com.example.lab:servera/tpg1/portals create 172.25.250.10

5.6 Save configuration and exit
exit
Restart service to ensure persistence:
systemctl restart target

Verification
Verify target configuration
(Run on servera)
targetcli ls
You should see:
· 
Backstore: iscsi_data (900MiB)
· 
· 
Target IQN: iqn.2025-12.com.example.lab:servera
· 
· 
ACL: iqn.2025-12.com.example.lab:serverb
· 
· 
Portal: 172.25.250.10:3260
· 

Verify service persistence
(Run on servera)
systemctl is-enabled target
Expected output:
enabled

Quick Exam Reference (Minimal Commands)
All commands run on servera unless stated otherwise
dnf install -y targetcli
pvcreate /dev/sdb1
vgcreate iscsi /dev/sdb1
lvcreate -n iscsi_data -L 900M iscsi

systemctl enable --now target
firewall-cmd --permanent --add-service=iscsi-target
firewall-cmd --reload

targetcli
/backstores/block create iscsi_data /dev/iscsi/iscsi_data
/iscsi create iqn.2025-12.com.example.lab:servera
/iscsi/.../luns create /backstores/block/iscsi_data
/iscsi/.../acls create iqn.2025-12.com.example.lab:serverb
/iscsi/.../portals delete 0.0.0.0 3260
/iscsi/.../portals create 172.25.250.10
exit
systemctl restart target

✅ Problem 12 complete
When you’re ready, you can:
· 
Continue with Problem 13, or
· 
· 
Ask me to merge Problems 1–12 into a single full RH358 MOP document.
· 
Below is Problem 13 only, written from scratch, fully aligned with the same complete MOP structure you used previously (Problems 6–12).
No screenshots are referenced; this is a clean, exam-ready RH358 MOP section.



Below is Problem 13 only, regenerated from scratch, following exactly the same complete MOP format you approved earlier (question → assumptions → solution steps with where/which server → verification → quick exam reference).

Problem 13 – Configure an iSCSI Initiator
The Question
Configure serverb as an iSCSI initiator to connect to servera, with the following requirements:
· 
The initiator IQN must be:
iqn.2025-12.com.example.lab:serverb
· 
· 
The iSCSI block device must contain a 500 MiB partition
· 
· 
The partition must be formatted with the ext4 filesystem
· 
· 
The filesystem must be mounted at /mnt/data
· 
· 
The filesystem must automatically mount after reboot
· 

Environment Assumptions
· 
servera
· 
2. 
Already configured as an iSCSI target
2. 
2. 
Target IQN: iqn.2025-12.com.example.lab:servera
2. 
2. 
Listening on 172.25.250.10:3260
2. 
· 
serverb
· 
· 
Acts as the iSCSI initiator
· 
· 
Newly attached iSCSI disk appears as /dev/sdc
· 
· 
No authentication (CHAP) is required
· 
· 
Firewall and networking between servera and serverb are functional
· 

Solution Overview
1. 
Install iSCSI initiator tools on serverb
2. 
3. 
Set the correct initiator IQN
4. 
5. 
Enable and start iSCSI services
6. 
7. 
Discover and log in to the iSCSI target
8. 
9. 
Partition the iSCSI disk (500 MiB)
10. 
11. 
Format the partition as ext4
12. 
13. 
Mount the filesystem to /mnt/data
14. 
15. 
Configure persistent mounting via /etc/fstab
16. 
17. 
Verify functionality
18. 

Step-by-Step Solution
Step 1 – Install iSCSI Initiator Utilities
Execute on: serverb
dnf install -y iscsi-initiator-utils
Purpose:
Installs the tools required to discover and connect to iSCSI targets.

Step 2 – Configure the Initiator IQN
Execute on: serverb
Edit the initiator name file:
vim /etc/iscsi/initiatorname.iscsi
Set the value to:
InitiatorName=iqn.2025-12.com.example.lab:serverb
Save and exit.
Purpose:
Defines the unique iSCSI identity for serverb, which must match the ACL on servera.

Step 3 – Enable and Start iSCSI Service
Execute on: serverb
systemctl enable --now iscsid
Purpose:
Starts the iSCSI daemon and ensures it runs after reboot.

Step 4 – Discover iSCSI Targets
Execute on: serverb
iscsiadm --mode discoverydb \
  --type sendtargets \
  --portal 172.25.250.10
Purpose:
Discovers available iSCSI targets exported by servera.

Step 5 – Log In to the iSCSI Target
Execute on: serverb
iscsiadm --mode node \
  --targetname iqn.2025-12.com.example.lab:servera \
  --portal 172.25.250.10:3260 \
  --login
Purpose:
Logs into the iSCSI target and attaches the remote block device.

Step 6 – Verify the iSCSI Disk
Execute on: serverb
lsblk
Expected output includes a new disk:
sdc    900M  disk
Purpose:
Confirms the iSCSI LUN is visible as a local block device.

Step 7 – Create a 500 MiB Partition
Execute on: serverb
fdisk /dev/sdc
Interactive actions:
· 
n → new partition
· 
· 
p → primary
· 
· 
Partition number: default
· 
· 
First sector: default
· 
· 
Last sector: +500M
· 
· 
w → write changes
· 
Reload partition table:
partprobe
Purpose:
Creates the required 500 MiB partition on the iSCSI disk.

Step 8 – Format the Partition with ext4
Execute on: serverb
mkfs.ext4 /dev/sdc1
Purpose:
Formats the partition with the required filesystem.

Step 9 – Create Mount Point
Execute on: serverb
mkdir -p /mnt/data

Step 10 – Configure Persistent Mounting
Execute on: serverb
Edit /etc/fstab:
vim /etc/fstab
Add the following line:
/dev/sdc1  /mnt/data  ext4  defaults,_netdev  0 0
Explanation:
· 
_netdev ensures the system waits for network storage before mounting
· 

Step 11 – Mount the Filesystem
Execute on: serverb
mount -a

Verification
Verify Mount
Execute on: serverb
df -h
Expected output includes:
/dev/sdc1  470M  ...  /mnt/data
Verify After Reboot (Conceptual)
· 
Reboot serverb
· 
· 
Confirm /mnt/data is mounted automatically
· 

Quick Exam Reference (Problem 13)
Server: serverb
dnf install -y iscsi-initiator-utils
vim /etc/iscsi/initiatorname.iscsi
systemctl enable --now iscsid

iscsiadm -m discoverydb -t sendtargets -p 172.25.250.10
iscsiadm -m node -T iqn.2025-12.com.example.lab:servera -p 172.25.250.10:3260 --login

lsblk
fdisk /dev/sdc
partprobe
mkfs.ext4 /dev/sdc1

mkdir /mnt/data
vim /etc/fstab
/dev/sdc1 /mnt/data ext4 defaults,_netdev 0 0

mount -a
df -h

If you want, next we can:
· 
Merge Problems 1–13 into a final RH358 exam-ready MOP
· 
· 
Or continue directly with Problem 14 in the same format
· 
Below is Problem 14 only, written from scratch, following the same complete RH358 MOP format you approved earlier.
I will not include any previous problems.

Problem 14 – Configure a Database Service (MariaDB)
Task Description
Configure a database service on servera with the following requirements:
· 
Create a database named Contacts
· 
· 
Import data from the file users.mdb
· 
· 
The database must only allow localhost access
· 
· 
Except for the root database user:
· 
· 
Only the student user is allowed to access the database
· 
· 
The student user must have read-only (SELECT) permission
· 
· 
The student user password must be redhat
· 
· 
The root database user password must be redhat
· 
· 
Anonymous access must be disabled
· 
· 
Remote root login must be disabled
· 

Environment Scope
	Item
	Value

	Server
	servera

	Database Engine
	MariaDB

	Database Name
	Contacts

	Import File
	users.mdb

	Student DB User
	student@localhost

	Student Privilege
	SELECT only

	Root Password
	redhat



Solution – Detailed Step-by-Step (with Explanations)

Step 1 – Install MariaDB Server
Execute on: servera
dnf install -y mariadb-server
Explanation
· 
Installs the MariaDB database server packages
· 
· 
Required before any database configuration
· 

Step 2 – Enable and Start MariaDB
Execute on: servera
systemctl enable --now mariadb
Explanation
· 
enable → ensures the service starts after reboot
· 
· 
--now → starts the service immediately
· 

Step 3 – Secure the MariaDB Installation
Execute on: servera
mysql_secure_installation
Use the following answers during the prompt:
	Prompt
	Answer

	Enter current root password
	(Press Enter)

	Switch to unix_socket authentication
	Y

	Change the root password
	Y → redhat

	Remove anonymous users
	Y

	Disallow root login remotely
	Y

	Remove test database
	Y

	Reload privilege tables
	Y


Explanation
· 
Locks down the database for production use
· 
· 
Ensures:
· 
4. 
No anonymous access
4. 
4. 
Root login only from localhost
4. 
4. 
Root password enforced
4. 

Step 4 – Log in as Root to MariaDB
Execute on: servera
mysql -u root -predhat
Explanation
· 
Verifies root password works
· 
· 
Opens the MariaDB shell
· 

Step 5 – Create the Student Database User (Localhost Only)
Execute inside MariaDB shell
CREATE USER student@localhost IDENTIFIED BY 'redhat';
Explanation
· 
Creates a database user restricted to localhost
· 
· 
Prevents remote access automatically
· 

Step 6 – Grant Read-Only Permission to Student
Execute inside MariaDB shell
GRANT SELECT ON *.* TO student@localhost;
Explanation
· 
Allows read-only access
· 
· 
Student cannot modify data
· 

Step 7 – Create the Contacts Database
Execute inside MariaDB shell
CREATE DATABASE Contacts;
Explanation
· 
Creates the required database for this task
· 

Step 8 – Exit MariaDB Shell
EXIT;

Step 9 – Import the Database Data
Execute on: servera
(From the directory containing users.mdb)
mysql -u root -predhat Contacts < users.mdb
[bookmark: _GoBack]Explanation
· 
Imports table and data into the Contacts database
· 
· 
Uses root credentials for import
· 

Step 10 – (Optional) Verification
mysql -u student -predhat Contacts
Inside MariaDB:
SHOW TABLES;
You should be able to read data but not modify it.

Validation Checklist
✔ MariaDB installed and running
✔ Root password set to redhat
✔ Root login restricted to localhost
✔ Anonymous users removed
✔ Database Contacts exists
✔ Data imported successfully
✔ student@localhost exists
✔ Student has SELECT only permission
✔ No remote database access allowed

Quick Exam Reference (Minimal Commands)
All commands run on servera
dnf install -y mariadb-server
systemctl enable --now mariadb
mysql_secure_installation
mysql -u root -predhat
CREATE USER student@localhost IDENTIFIED BY 'redhat';
GRANT SELECT ON *.* TO student@localhost;
CREATE DATABASE Contacts;
EXIT;
mysql -u root -predhat Contacts < users.mdb

Common Exam Pitfalls to Avoid
· 
❌ Forgetting to remove anonymous users
· 
· 
❌ Allowing remote root login
· 
· 
❌ Granting ALL PRIVILEGES instead of SELECT
· 
· 
❌ Creating student@'%' instead of student@localhost
· 
· 
❌ Importing data before creating the database
· 

If you want, next we can:
· 
Add Problem 14 verification questions (exam-style)
· 
· 
Generate a one-page RH358 database cheat sheet
· 
· 
Merge Problems 1–14 into a single printable MOP
· 
Just tell me 👍

